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(57) Abstract: 

PROBLEM TO BE SOLVED: To improve the security of 
communication by preparing a constitution in which a 
transmitting IP node reports the IP addresses of both 
transmitting and receiving nodes, the transport layer 
protocol to be used and the TCP/IP port number and 
then the transmission is inhibited for the pocket number 
of the node stored by the transmitting node after the 
virtual connection has been set. 

SOLUTION: A network application 10 selects a specific 
port of TCP ports 14 and UDP ports 15 and sends a 
packet to it. An IP-processing part 13 processes an IP 
layer to give a header to it and sends a packet to an ATM 
VC termination part 16. The part 16 reads the received 
packet, a TCP/UDP header and an IP reader and 
retrieves whether or not a VC has been set. If the setting 
of the VC is confirmed, the part 16 decides the 
permission or inhibition for transmission of a packet by 
making a reference to a VC management table 21 . Thus, 
the security of an IP node is enhanced by previously 
setting a desired filtering rule for an ATM exchange with 
regards to security. 
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ofc»«4H I P ; - H »J >iff« tj8| j u 

■ fc^-f^3**j, 3 > tRSlti TCP/IP 
htATMtMUTIfltffiATMHtffl^ 

Sttt, BusBiSftUffl I Py- Ki*j©t CP/l pg$# 

»ftL«j:5in-a«nBi cp/ip;^ 7 Y<vmm 

Sfe#J*ctytBusB§<lffl|CDI P^-KcD^n-?n© I P 

-h*©*-h#^*, ttaaasfiflnp^-K^ioAT 

Sfafll I P^- Kttffi«LT*^fcfMB»5fi*ft*n 

maTCP/rp^ 9l>t4 «HB^-***n* 

^fe«fl*IPy-I«i.5,^ IJ> ^ itjEKu ^ 

aBi8fc« I P y - Ktta^ffi^ os«« I P y - h- i: © 

Hfc^-**;io**S/a>-*|fceL-c, TCP/IP 
h*ATM-fe;i/flsLT««*fr 5ATM«^v, 

+ >u 3 * * ^ 3 > © & » © 3, ^ y v ^ 
^I^gltfeATMSgM^ATM^^^^i 

*«kWaji3Sft«|©*n**tffl IPy-K©ip rt t U 

* * g ^©is^^ifpj^ &m&ttnsi¥M*m 

fx U fF rTT- S fct*©^-^,^* * *, 3 
^KSWfSa^atnATM^ffl^fe 

■^fcafiwip^-Kffa^y^^Haa^ w 

iBStflflj I P v - Ktt»fi«*©SflMB IPy-Kt© 
Bfc^-^^; U3 ^ j , s , g>ft|a!J g LT ^ TCp/Ip 

^ntATM^ftLTiitff^ ATM|®£ffl 
fi tf ttft wB2i* I P > - Krto A TMS/^t 'J 
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*© * - wmi * tut su szmmw * * vmiBs«« © * ti 

*©«fl&8BAc-*-wu=i**5,g >*s^-r>feA,^ 
a«83a««ipy-Ktt, *©;t-?-+;i, 3 

^^^^ »*l'T:fe^fcfriBi8»H'*ft* 

JO W5TCP/IP^ n ^ fl/) ,^ (t ^ 

Si o 

^c»IPy-^^ t y^ fi| g ftu ^ 
§Bi£fe#j I p y - Httaflffi^eoaflfli I P y- k i:© 
IHfc't-^-WI/a^S'g^ftjgpjek-^ TCP/IP 
b t ATMHsMbtiltfri A TM**«^ 

bT^^t-SCt^ffpJ^tVT^S^^^ s©, mE 

sftr*n**L©ip^-H*«, a'j©xss«*ft**i,© i 

C — ^ta^Ib, Cffl^..y h 17 — £>p<3©ATM3£^ti-? 
**3**J£U tfRTf*»*ttffi|BiS3«*n**i,ffl 

*Sfe^*^fcii«ia»se*ftJMi© ipy-ptg 

I P J - K \z*>r v Y ©j@|§MfF nr*a*i-r* t g t % 
***nfc/^ y Koas«*«=qr-ra©*«»Ta 

»ffi«5ffli**i*n©ip>'-i«©aiH3i 

i»#Ja4f3«©ATM8i!£ffl^fca«;i>5£ 0 



[0 0 0 1] 

i*flB©*t- *%gg(i, ftmmmm (a s 

ynchrous Transfer Mode ; A T 

m) mzm^izmmxxiz®L. mcATMmzm^t- 

50 TCP/iP7Dh3;H:j; W> ,^ vll(D||Jj7 , 
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[0 0 0 2] 

l'&M<D8iffi] ^®«<9t£3fe©ATMP£^£iI{g;# 
#-MICTCPkUDP7D h^Jl&m^fzT CP / 

IP** b?-**5^fc«iB*3»^:, 

Sfc hJicDffla— SBfx5ii:#ft 

[0 0 0 3] jl/-*©*ifB© 1 t3fcUT, h iiCD 

h 7 — ^©^gBfcfcs I p y — 
-»onsi:ft« I p y - k fciits k st, *n 

<J:^T C P/i p^^ry hco^MI Py-F .gfip 
^-KOIPTb'l/^fcT CP/UDP0^-ff^ 

Sfc. *y h7 — ^ftHG© I py- H*^8B*e>7»"fe 

£\ h -5- >.x#— NJl u-^;i/CD^t>r ^ h7^f y >^ 

[0 0 0 4] f^, OS iP§H^5 :: ;i/T^m2ii^TtA 
™^ *3, 41tTCP/IP7DF^t)gu5 
fc*©ii«*a:t:-=>^T, The ATM Forum 
^IETF (Internet Engineerin 
g Task Force) i:*l^SI*ti, ATM 
Forum 96-0824r9^ draft-i 
etf-rolc-nhrp-09. txtfcif©tt« 
»#2B^;§r*lT^£o ^tL^©tt1fCD*©NHRP^S; 
WPOAKTi^ ©'J* MYb © & to £ , 

* fcftfc *> A TMM^ ^ 6 tLS <t a Jc 

^^wnswfitsggi p;- jcnt^-^* 

)Vzi*#*,a> (VC) *©VC£iIL 
Tiife^frdo VClcas«*JiaTCP/UDP/^-{ry 

TCP/UDP;^, hM^it^n^o 
[0 0 0 5] 

[#8BJ!#3?&b£5 ZCDfe&CD AT 
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[o o o 6] *%b£©bw&, ±ia©B**«p*-rsfc 

[0 0 0 7] 

Hl«*W»-r3&»©^®] **«B©ATMIH*JH^ 

fciHi^^fdU ATM^7h7-^^>^7x-^$^ 
^&a«fflIP^-l*3bJS/^y>^jH4jgi6U^ S5 
SBSHfll I P y - H (ilfiffi^oSlCI IPy-Hfc© 
BBlC^— r*)],z?*&i/a TCP/IP 
b£ATM-t?;t/fbbTiIfg *ff 3 ATMUtfflU 
^fl^iUc&^T, fflffiSififlS I P>> — FttSuffl^ 
*U >^«*jB»-T5i:St, «HB«fiflJ I P >> - K 
ftOTCP/iPS^, SMb£5£: <r£fufBI CP 

— F©**i**ud I P7 K V^, h7>^^-M07 
U iJffiATMi/^^U>^jttSStt«ff3a»#tL*:tt 

>#M!**tLfc« v «H3afi«IP^-Kttia«bT* 

V^feSrjfBi^gff -en^tl© I P V — I* ©Buffi IP7h'U 

h»^JM^ft S TCP/lp#^h* s 

[0 0 0 8] *»B8©ATMIH*«^fca«^stf4. A 

-K#S/^y>^jH*j8»L, ffilBiSfiflli py- 
HfcfcilMffi#©g«fl!j I py- FbGDfBlz/i—r + juzi 
*?*>3>&®LfeLXs TCP/IP;^yh8ATM 
■fe^ft LTilfiifr^ ATNHB*«o&a«»SCfc*JV^ 

^^IPtSttfeATMSsHWIIrteOATM^^y >y 

wiaa«ffliiipy-F*&*s*tL&«nBa 

f§^*^^t5ffi§effi!i©^tL^n© I P 7 — h'CD I P7 
[0 0 0 9] **BB©ATM|H*fl!^fcafi^SCtt, A 
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tm** h^-^^f >^y ^-x^^tzmmm i py 

Fi4iif§ffl*<z>g{HRr| I py — K fcoHJlct— 
^^^3>^|g^UT, TCP/I P;^^ h^ATM 
■b^fl3bTa««fr5 ATM^H*fl!v^&i^«^^ct:i5^ f ^ 

ybCD, 8y8H3S3M**i**uD I b h^>x 
tf- M7n h5>*tf-b/i#^#fg^£n 
TU£k££. EElCiiuBBi^£nT^£;<^ MziJD^ 
Ts ftuf3j£g{g^*x^ti££) I py — Silcoasg-B* 
iifJiOIP7Kl/X, b5>^^-M7Dh^;v, 
h^>*tf-bJl#-^*Efo^>ry b£, suffix— 7** 
* ^ 3 Utlgfts £ k iff rT^ ^£ g 

»u « : RrT*a;'^»-&t:H:«riBag«*tL j ?n(Dip 
*^t, Huiassii^n-eti© i py — Kt/^y h 

®»gfifFc»r*ai»l-j-£i;g£, B^ixfc;^*/ 
Rr*tt*<ft©l-3*&tt«R©^-5r^ b©, liuIE^gff 

*n-eti<Di py — h©huIbi P7h*i/^, tuSBh^> 

hjpyn iugSb^>^#-bjItf— b# 

[0 0 10] 

[ o o i i ] m i iz^mxom i cd*ibojbs8© i p y 

[ o o 1 2 ] ^ N *jg i (Dmm(ommizjsuxitv cit 
^[qJTft'K i py-h-pir^^fpjcoii^ifT^ t% 
£«\ *fta»iqi©2-3©vctasruT»s-rs 0 £ 

fc— ^© i py - T CP/UD P#— 

ffl^Ts PI— ©ffl^I py- Kk3lf§£*r£k££&, 

[0013] 01 fc 1 ® WBo?BJBk:4j^T. 

*^h9-*77y<r-^3>l0tt, TCP/IP*: 
ATM*«fflLT*y b V — #*fflmT %>7utr=? AT- 
&£o TCP#L3I3i 1 1, UDPflLSffl 1 2, I PJ&3I 
SB13tt x ^tlfnTCP7Dh3;i/ s UDPy*Ph^r 

So TCP#-M4kUDP#-H5lt 
-^77'J>r-^3> 10^TCP7Dh3;Hfcjiu 
D pro h^;u^fijffl^-$feto^ilffl-f >^ y oi-^t* . 
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ft!). b7-^77V^r-i/3> l 0(i-o©7K- 
hiiI#^So McMu @^r©#— b#-*f#ft-^ 

£tVT ATM VC»fl»8B16fi, I PfflSgB 1 

«Rf^tt I P®SgB 1 3#&g|*fc;t>ry biATM-fe 
MfcUTVC*aiT*y b *7-^£j£{fU gff^fni 
T-ttVC*iiUTS6 6*lTS*:ATMHr;i/* I P;^»j> 
b I Pffl«Si 3 fcfefc-T- ATMS/^ 

^y>^«LS«17fcJU ATM VCJMBffi 1 6a>*>© 
i0 ffr^^ ^ y b 7 — ZiP^CDl'Sfj-V >^y y-fe — *;© 

•H^tlio TCP/UDP7^^'J>^f-7;i' 
18i:lTP7>f;^ U>^^-y;i/l 9(4, vc^ 

WOtCT'fiS. TCP/UDP7^MiJ>^f- 
TCP/UDP#-h«tJ:9, IP 7 

>f ;i>* y g^sgii py-H©i pr 

Hl/^tio"C±I3»JfP*ffi. VCr-7^2 0(t 

»*u&vc*»8k. e3B-rs*:4&fc:fli^6na. tc 

P/UDP7>fWy^r-7;H8s IP7^;i/^ 
y >£^ — 1 9, VCf-7;i/2 0*6fctt, V 
Cflf-7;i/2 lkOf^o ATM«*Of-*y>» 

[ 0 0 1 4 ] H 2 1 ©|IS£©Jf^©i£{f #j I P 

So 

<?0 Sk-rs 0 m2£;fc^T, *i py — b#^— *©i£M 

7U©k §tt^JB 1 0 1 iff W * y b 7 — ^777'J — 

^>3 > i o#;^^ b*jass-rsfc«)fc, Tcp^-b 

1 4 S&fcfcUDPtf— b 1 5 0«0^©^-h^l^ 

* ^ ^g^fe t c pm^as n j &-a u d -p-jaags • 

12 14, ^n^tlTCP/i, UDPJl©ffl3ffi*fflv ^1 
/r^ b^^^if^SDLT I Pj&SaJ 1 3 fc^O/^y b 
*atfo JRt^Jli 1 0 3 - 1 I P5&H33 1 3 (4 I P 
JBOfliaSUT^y^SW^L, ATM VCjSligaJl 
40 6 t;^yht8t. tlP^-KtfATMei^O*^ 
b l 7 — ^a>£g(7fc5r— ^i ATMSi:^it5 i: g 

^/II 1 0 3 - 2 *ff^, ATM^Or^y^y 
12 2 frfeg^fc/t^ry bi I PJ11U ATM VC 
tSttSB 1 6 t^-jr *y b ^Ito i^^CDMSii, fHO. 
3 - 1 iff i o 3 - 2£ffo£h£& 

^ilt-ftSo 

[0016] ^tC^/til 0 4fc*5l,vCATM VC» 
^16(4, Jt*nfe;^y h i: T C P/UD P^y y s 

i p^iy^*ttA.^a x *ne>®isg«i py — k©t 

^ CP/UD P*- MBklVC^fEtffffif 5*tTd3^» 
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[0017] vc#i^£nT^&i^£& x *>^y 
>^je*jBtt"r a&tot^jB 1 o 5 *fri^ atm^ 
^uv^fliaa 1 7£vcR«4ttj«-r3. 

26fBL<t5 fc-TS/^y bCDSJgfii py^ ho 1 
P7Kl/^kTCP/UDP©#-h#tt, ATM^ 

^y >^«iasB«ca»i-r5o cco^^-r^a >^ u 

frU, ATMi/^fJ >^ffl^as 1 7li§i I py — K 

TBB»f«. d£>B§(;:, SSiIPy-KOATM7H 
U^^jp^Ts IP7Kl/^ % TCP/UDP^-hf 

*y h7-^77'J>r-^3> 1 OcDa^'J (fg#m * 
ilftJ^SC h&&£ 0 SfilPy-KflJii^h^^ 

^MlPy-FCM^tiSo *<D&^flM 1 0 8 £fif 
V\ SSlfeVCt I PSTL^SU 1 3<D&t>t{.X, VC 
1 »«*fFRT£nfc^4r* hCDi^g 
«IPy — KOI P7h'l/7i:TCP/UDPO^-h 
*§\ tfyiss >(D* y h 7 — >r— > 1 0 

(mso?) ii« tsars • ^bx^jiii 0 9 

±fHVC^bt§f|i Py-Kt:;^7 h&m 

[0 0 19] H3l:^t, #J3 1(4, VP 1 = 0, V 
CI = 103OVCtt, IP7K1/^#133. 20 
7. 3 6. 112©IP;-FtoTCP8010f© 

hSSIfifflkU IP7H1/X# 1 3 3. 2 0 7. 
3 8. 1 2 3©I PV — KrtODT CP 2 5#*£ 1 0 0 
»©#-h*S«ffili:LTU3 #13 2(4, 

VP I = 2, VC I = 1 2 9©VC(4, IP7H^*s 
1 3 3.-2 0 7. 3 8. 2 2 2 (D I Py->^0UD P " 
5 1 7#©#-h*jS««i;U, IP7HU7#13 
3. 2 0 7. 3 6. 1 1 1 h I py — KficuDP 8 0 
8 0#©#-h*S®«fcLTV>3C:i:*a-r o 
©VC*flejBLT^S*y h 7 — ^T^U >r — > 1 
0©«5iJ (WS'J?) iififfl 16 1- Sfifl 1 6 1 tf 

[0020] ^jei o 4iz^^xmzv c^m^tix 

^&fcgtt34Bl 1 0 4ffV^ ATM VCIMSl 6 
VCffIr-7;i/2 1t#IHbT, ^©VC^iU 
T^Tv htSf IPy-Klc2oTJ:^flfit5. 

t7^>3>i:Lts ^7h9-^77y^r-^3>io 

TM VCIMB8B1 Gtt^JBl 1 l*ff^. >\Tv h£ 
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^(4, ^mi i 2*frw^y h*mm~?z>o 

[0 0 2 1 ] B4I4, *JBlCD*«|co«]|B|c*sW**y 
h^-^ft^ATM^M^tllMElT'S^o 

[0 0 2 2 ] H4 «C*5V>T, X-f ^/wh^x75 1 
(4, SS^ftlfcVCtb&iSoTATM^l/*^^ 

2(4, §iifr>^y ><7y y-fe—s/**«i3i-r5a^ 

T-fe^o — K^ai^MffllSB 5 3(4, S/^^-y 

l t»sts«^*5. &MM7jjv# y > 
^-:T;i/54(4, 2SfflIP>/-K0IP7Kl/^, 
h^>^^— hjfzrn TCP/UDP^h# 
*®S£»«l*«aU'Cia:*tfSSVCk:Hu 

9-^77y^-$/ 3 >i ooaaatctoTvcKs* 
-r a mum * iiso r * c t & rtib t- & * . 

[0 0 2 3] 18 5 14, *JBio*«o«»fc:*»a, A 
TMS£»«#vc88;*»*©^^±;i/^ v-fe-y*3» 

[0 0 2 4] H5td*j^T, mM2 0 IT*, igt^A 
TMSs«l«SfcJ4i Py-K*^S/^tv y-fe — 

2 0 2T\ WJ>yjMS5 2tt^ gtt^v^y 

y-b — 5;*©Sis I P y — F0ATM7 h'l/X^ 
6Ui*Iel«*ftSrSo *fc^JB2 0 3T*, ±IB^^^ 
y >^ y-fe — ^£^£*x3 2S§f§ I py — Fcd i pt> 
Hi/^kT-CP/UDP#-f«t«^ 
Wy>^f-7;i/54*#iit, X^#jcD[p]^i:m 
30 *«©I5li»tVCt»*bT<kV^*«S'r*. *7S/3 

[0 0 2 5 ] H6tt*»l©*«©^JBt*JtSSElft«| 

7>r y >^^-^;i/5 4<oi*iS©fl»J*^-rE3"eft 

So _ - - - ■ - - - 

[0 0 2 6] He £*50T#J3 1(4, IP7b*l/X^l 

3 3. 2 0 7.-3 6. 1 1 lOIPy-h'Oftjgc©^- 
hi:, IP7K1/^# 1 3 3. 2 0 7. 3 8. 1 2 3© 
IPy-K<DTCP2 5#^e> 1 o om#~-ht<Dr$iz 

40 VCZm^ZZ S^h^S-To #13 2(4, 

IP7Kl/^^ 1 3 3. 207. 36. 2 22CDIPy 
-h'OUDP5 1 7&X-h£, IP7Kl/7#13 
3. 2 0 7. 3 7. 1 1 1 01 py— FCDUDP 8 0 8 

o h h © n t v c ft »«r a d fc « if pjr s c: k 

ftS-To#J3 3(4, IP7Kl/7*J1 3 3. 207. 3 
6. 0O*yh9- ^(CfeS CD I Py-F(0TCP 
2 0£*:(4 2 lf^-biiOFIt, aais^l 6 

*y h^ — ^rry^r — S/a>ttfflf Sfc»(Z)VC*» 
^TSCkftffpT-rszhft^f o #J3 4(4, IP7H 
5^? U^^ 1 3 3. 2 0 7. 3 6. 0 y b7-^[:$>5 
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3 3. 2 0 7. 0. 0&i^<D^vhU~-ifiZt,i±x<D 

i p^-F©ff*©*-h i:©mifcvc*»3e-r*ci: 

[0 0 2 7] ^JH2 0 3©jjgSI, VCffltS^AJffFpr^tv 
fc»^fctt#*2 0 4 45*frU VC»5£©*,£r*-y > 

^y-fe — i^fc, jSM-TS^t-ir.y hC&gfg I P J — K 

©I P7Kl/^tTCP/UDP©*-h#fJ:«t:ffl 
AfOiS^^Lt, &S©ATM£&*8£fc«: I P> 

>io©aag-*\ ^©vc^iiUTjiM-rsiiiASB^pr 

^tVSftfe©;^ -y h- ©, IP7b'l/^, TCP/UDP 

RltgT-feSc VCfc»5£#f|Fig£ftfcV%»£-fcH: 
**2 0 5 **frU VC©aft«*4i>fU-CWa©3£* 

[0 0 2 8] B7tt, *JBlffl**©«Jtt*«-4VC 

Wc£MHi<bt'V±)\/?. y-fe — fSSW-fcBS®, IPy — 

[0 0 2 9] H7t*V\T» 0 It, IPg©AT 

M2fi£«|«|*> £> V C mfeW&<D -> ^ >j > y -fe - j; 
4, ATM VC*iI16«abT, ATM'y^'/ 
>^g)5 1 7*i§itS. *(C*«3 0 2T-, ATMJ'y 
^'J>^S1 7tt5/^iJ>^fll31*ffVV ATM V 

c»*a5i etvctsjeu atj*: lt i p&sbb i 

3tSE*Si-rS. *bT^JII3 0 3T-, ATMWJ> 
^333 1 7 fi, IS^bfcVC^, ^©VC^iib-Ci^ 
gMtSC hASfFnf^tVfe^-try h©jS§.f3 I Py — K 
CTCPOUDP^-hff, IP7F^t, tf-rS" 

vcfif-7^2 leasts. 

[0 0 3 0] i8lt *JB l©*8S©JB»fc*itta*v 

— ^A>£>^— ^^glLfetlffl I Py-Ht©f 

[0 0 3 1 ] I2I8JC:J3<, ^« 4 0 1 fcis^T, AT 
M...V.C**ffl 1 6{±; -a« Vfcf*-*-*/!/**"^* " 

#£^1114 0 2fcl:feV>T, ATM 
VC^ifggB 1 6(i, ifiaufcTfc-n** h<DI P^^Vt 
TCP/UDPA- y ^^ «§IIPy-K©fcP 
/UDP#-hSft IP7FU^t»*«5 % VCf 
lf-7;i/2U#iU, 8«/^n»l>tlPfflis 
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